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3aBeaytowmnii Kapegpon

Bopwucos Amutpuii Hukonaesmy
Kadenpa MHPOPMaALMOHHBIX CUCTEM

10.04.2024

PAEOYAA NPOFPAMMA YYEEHOM OUCUMUNINHDI

51.0.49 be30nacHOCTb ONEPALMOHHbIX CUCTEM

1. Koa v HaumeHOoBaHMe HanpaBaeHUA NOLrOTOBKU/cneunanbHoCTH:

10.03.01 MHdopmaumoHHan 6e3onacHOCTb
2. Mpodunb nogrotoBKM/cneymanmsaums:
BesonacHOCTb KOMNbIOTEPHbBIX CUCTEM

3. KBanudukaumsa (cteneHb) BbINYCKHUKA:
bakanaspuat

4. ®opma obyueHusn:

OyHasn

5. Kadeppa, oTBeualowan 3a peanmsaumio GUCLUNANHDIL:

Kadenpa nHPopMaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBuHKoB AHApel KOpbeBuy, 4.T.H., npodeccop

7. PekomeHpoBaHa:

pekomeHaoBaHa HMC ®KH 05.03.2024, npoTtokon Ne 5
8. YuebHblii roa;:

2026-2027

9.llenn 1 3apgaum yue6HOM AUCLUUN/IUHDI:

ObyuyeHure CTyaAeHTOB NPUHLMMNAM NOCTPOEHMUA 3aWmTbl HGopmaummn B OC M aHaNM3a HAZLEXKHOCTU UX 3aLLMUTbI.

OCHOBHble 3a4a4M ANCLMUMINHDI:

o nonyvyeHue 6a30BbIX 3HAHWUI O NPUHLUMNAX NOCTPOEHUNA NOACUCTEM 3alLUTbI B ocC pa3anH0171 APXUTEKTYPbI;

L 3HaKOMCTBO CO cpeactBamum N metogamm HeCaHKLMOHNPOBAHHOIO A0CTyMNa K pecypcam 0o¢;

e BblpaboTKa cMCTEMHOro noaxoaa K npobneme 3awmTbl nHdopmaumm 8 OC;

o oB/lageHne mexaHnamamu 3allnTbl MHd)OpMaLI,VIVI n n3yyeHune BO3MOMKHOCTEN MO UX npeoaoneHuto.

10. MecTo yueb6HOM aMcUUNAUHDI B CTPYKType OONM:

OucumnnamHa obsasatensHol Yactv (61.0). BxoaHble 3HaHUA: «OnepauyoHHble CUCTEMbI»



11. NMnaHupyemble pe3ynbtaTtbl 06yyeHMA No aAncunnamHe/moaynio (3HaHUA, yMeHUA, HaBblKKU), COOTHECEHHbIE C
nAaHMpPyembiMU pe3ynbTaTaMu 0CBOEeHUA 06pa3oBaTenibHOM NPorpaMmbl (KOMNETeHLMAMM BbiMYCKHUKOB) U

MHAUKATOPaMMU UX AOCTUNKEHUA:

Kopa v Ha3BaHWe KomneTeHuumn

Koa v HasBaHWe MHAMKaTopa
KOMMeTeHLUn

3HaHUA, YyMeHUA, HaBbIKK

OMK-1.1 CnocobeH
pa3pabaTbiBaTb U peain3oBbIBaTb
NONMTUKN YNpPaB/eHNs AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX

OlMK-1.1.1 3HaeT apxXuTeKTypy 1
NPUHLMMNbI NOCTPOEHMSA N 3aLLMUTDI
OnepaLmoOHHbIX CUCTEM

3HaeT apXMTEKTYpYy M NPUHLMMbI
MOCTPOEHMA U 3aLMTbl ONEepPaLMOHHbIX
cuctem

OrMK-1.1 CnocobeH
pa3pabaTbiBaTb U pPean3oBbIBaTb
NOJMTUKM YNPaBAEHUA AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX

OlMK-1.1.2 3HaeT NnporpammHble
MHTepdelricbl HACTPOEK NONUTUK
ynpaBieHMA AOCTYNOM B
OnNepPaLMOHHbIX CUCTEMAX

3HaeT nporpaMmHble MHTepdenChbI
HACTPOEK NO/INTUK YyrpaBAeHUS
O0CTYNOM B OMepPaLMOHHbIX CMCTEMAX
UNIX, FreeBSD, GNU/Linux n MS
Windows

OMK-1.1 CnocobeH
paspabatbiBaTh M peann3oBbIBaTb
NOJMTUKM YNpPaBAEHUs AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX

OMMK-1.1.3 YmeeT ncnonb3osatb
cpeacTBa 3aWwmTbl MHGOPMALMK
onepaLyoHHbIX CUCTEM ANS
NPOTUBOAENCTBUSA YrPO3am
6e3onacHOCTM MHGOPMaLUM

YMmeeT 1cnonb3oBaTb BCTPOEHHbIE
cpefacTBa 3awmTbl MHGOPMaLMm
onepaumoHHbIx cuctem GNU/Linux u
MS Windows ana npotusoaencrauns
yrpo3sam 6e3onacHocTu MHGopmaLmm

OMK-1.1 CnocobeH
pa3pabaTbiBaTb M peann3oBbIBaTb
NOJIMTUKM YNpPaBAEHUN AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX

OlMK-1.1.4 Bnageet HaBblkamm
HACTPOMKM aHTUBUPYCHOM 3aLLMUTbI
npu obecnevyeHmm 6e3onacHOCTM
ONePaLMOHHBIX CUCTEM

Bnageet HaBblIKaMK HAaCTPOMKM
QHTUBMPYCHOM 3aLUNUTbI U CETEBOTO
3KpaHa onepauymoHHbIX CUCTEM
GNU/Linux n MS Windows

12. O6bem AUCUMNAMHDI B 3a4ETHbIX eanHULax/vac:

2/72

dopma NpomeKyToUHOI aTTecTaumm:

3ayeT C ouUeHKoMl, KoHTponbHan paboTa

13. TpyaoemMKocTb No BuAam yue6Hoi paboTbl

Bua yyebHom paboTbl CemecTp 6 Bcero
AyaAnTOpPHbIE 3aHATUA 60 60
JIeKUMOHHbIE 3aHATUA 30 30
MpaKkTnyeckue 3aHATUA 0 0
JTabopaTtopHble 3aHATUA 30 30
CamocToaTenbHan paboTa 12 12
KypcoBas paboTa 0 0
MpomeXKkyTo4Has aTTecTaumna 0 0
Yacbl Ha KOHTPO/b 0 0
Bcero 72 72




13.1.

CopeprKaHue AUCLUUNANHDI

n/n HanmeHoBaHMe CopepxaHue pasgena Peanusaums pasgena AUCUMNANHBI C MOMOLLbIO
pasgena OVCUMNANHDI OHNalH-Kypca, IYMK
AVCUMMANHDI
1. lekuuun
1.1 OCHOBbI 3aLLUTbI Ob6ume TpeboBaHMA K https://edu.vsu.ru/course/view.php?id=15499
nHbopmaLmn B 3awWwmTe MHGopmaumm,
onepaumoHHbIX TeXHWUYECKue U
cucTemax afAMUHUCTPATUBHbIE
METO/bl 3aLLUThI,
YPOBHU A0BepMS,
MOMUTUKN
6e3sonacHocTy,
NPOGUIMN 3aLLMUTHI
1.2 YnpasneHue O61beKTbl, cybbeKTbl U https://edu.vsu.ru/course/view.php?id=15499
A0CTynom MeTo/bl 4OCTYNa,
MOZENW yNpaBAeHns
[0CTynom,
N30/IMPOBaHHasn
nporpammHas cpeaa
1.3 AyTeHTudUKaumn daKTopbI https://edu.vsu.ru/course/view.php?id=15499
nosib3oBaTenei n ayTeHTUdMKaLmu,
nposepka XpaHeHue naposei,
LLe/IOCTHOCTH ayTeHTUdMKaLmMsa no
nHbopmamn OTKPbLITOMY KaHany,
0ZHOPa30Bble Maposn,
MHorodaKTopHasn
ayTeHTUdMKaums
1.4 PasrpaHuyeHune ba3oBasa mogenb https://edu.vsu.ru/course/view.php?id=15499
poctyna B Unix n pasrpaHuyeHus
Unix-nogo6Hbix A0CTyna B
cncremax UNIXnogo6Hbix
cucTemax, yder
nosib3oBaTtenem u
XpaHeHue naponen,
perucrpaums
nosb3oBaTesieil U BXOs,
B cucremy, PAM
1.5 MeToap! 3aWunThI Bo3moKHOCTH https://edu.vsu.ru/course/view.php?id=15499

nHbopmaLumn B
Linux

(capabilities) notokos B
Linux, ynpaBneHue
BO3MOMKHOCTAMM,
CMWCKM KOHTPOAIA
poctyna Linux,
[OMONHUTE bHbIE
aTpubyTbl Ppalinios,
n3onauma
(mpocTpaHcTBa MMeH) B
Linux, cuctema sudo,
seccomp, SELinux,
AppArmor




n/n HanmeHoBaHuWe CofeprkaHue pasgena Peanusauma pasgena AUCUMNANHBI C MOMOLLLbIO
pasgena OVCUMNANHDI OHNalH-Kypca, 3YMK
ANCUMMNANHDI
1.6 MeTozabl 3aWmThbI LecKkpunTopsbl 3aWuThl https://edu.vsu.ru/course/view.php?id=15499
nHbopmaumn B M MapKepbl AoCTyna,
Windows O/IULLETBOPEHME,
CMMCKMN KOHTPOIA
poctyna 8 Windows
1.7 OcHoBbI CeTeBoM MeKceTeBOM 3KpaH https://edu.vsu.ru/course/view.php?id=15499
6e3onacHocTH Linux 1 Windows
1.8 Ayaut B ypHanbl ayguTa Linux | https://edu.vsu.ru/course/view.php?id=15499
onepauMoHHbIX 1 Windows, ¢punbTpbl
cucTemax ayauTa
2. MpaKTtuueckue
3aHATUA
3. Na6opaTopHble
paborbl
3.1 YnpasneHue CospgaHve y4eTHOM https://edu.vsu.ru/course/view.php?id=15499
nosb3oBaTensMmuM B | 3anucw,
Linux npucoeanHeHue K
rpynne, 3ameHa
nporpammbl (060104KM)
nosb3osaTens,
cosfaHue
ncesAono/b3oBaTens
AN 3anycka
nporpammbl
3.2 KoHTposb BbluncneHne n https://edu.vsu.ru/course/view.php?id=15499
L,eN0CTHOCTH NpPOBEpPKa KOHTPO/IbHOM
¢daiinos B Linux CYMMbl, MpOBEepKa
LLeNIOCTHOCTH
nporpammbl Npu
3anycke
3.3 MN3yyeHne PAM Peanusauma moayns https://edu.vsu.ru/course/view.php?id=15499
PAM, peanusytowero
ayTeHTUdMKauMio no
cepuitHoMy Homepy
yctpoictea USB
3.4 MN3yyeHune YcTaHOBKa https://edu.vsu.ru/course/view.php?id=15499
BO3MOYKHOCTEMN BO3MOXHOCTEMN

(capabilities) Linux

nporpammbl 4ns
BbIMNO/HEHUSA
NpPUBUAETMPOBAHHbIX
nencreunii bes
MCMO/Ib30BaHUA root




n/n HanmeHoBaHuWe CofeprkaHue pasgena Peanusauma pasgena AUCUMNANHBI C MOMOLLLbIO
pasgena OVCUMNANHDI OHNalH-Kypca, 3YMK
ANCUMMNANHDI
3.5 MN3yyeHune CosgaHue https://edu.vsu.ru/course/view.php?id=15499
n3o0n1AuUn N30/IMPOBaHHOM
pecypcos Linux ceTeBoit cpeapl,
CO3ZaHune ceTeBoro
TYHHENs 4a gocTyna K
M30/IMPOBAHHOM cpeae,
yTuauta unshare,
¢dainnosan cuctema
/sys/fs/cgroup/
3.6 MN3yyeHmne CospaHue npasuna ana | https://edu.vsu.ru/course/view.php?id=15499
noacmcrembl sudo KOHKPETHOro
nonb3osaTens
3.7 N3yueHune OrpaHuyeHune 3anycka https://edu.vsu.ru/course/view.php?id=15499
noAcUcTeMbl nporpamm u AocTyna K
seccomp dainam 3a cuet
peanunsauumn duabTpa
CUCTEMHBIX BbI30BOB
3.8 MN3yyeHmne CosfaHue npasun ansa https://edu.vsu.ru/course/view.php?id=15499
MEeXKCeTeBoro neftfilter,
3KpaHa Linux OrpaHMYMBaKOLLUX
[OCTYN K OTAE/bHbIM
ceTeBblM MPOTOKONAM U
noptam
3.9 MN3yyeHmne CosfaHue npasun https://edu.vsu.ru/course/view.php?id=15499
MexaHVW3MOB NOAUTUKM OrPaHUYEHMUA
orpaHuyeHun 3arnycKa nporpamm
3anycka nporpamm
B8 Windows
3.10 MN3yyeHune Co3paHue npasun ans https://edu.vsu.ru/course/view.php?id=15499
MEKCeTeBOro BpaHamayapa,
3KpaHa Windows OrpaHMYMBaKOLLUX
[OCTyN K OTAE/bHbIM
ceTeBbiM MPOTOKOAM U
noptam
13.2. Tembl (pa3aenbi) 4UCUUNIUHDI U BUADbI 3aHATUI
Ne HavmeHoBaHue JleKunoHHble MpakTnyeckume JlabopaTopHble CamocrtoaTenbHaAn Bcero
n/n | Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 OCHOBbI 3aLWMUTbI 4 0 0 0 4
nHoopmauumn B
onepaumoHHbIX
cmcTemax
2 YnpasneHue 2 0 0 0 2
O0CTyNnom
3 AyTeHTUPUKaUUA 4 0 0 0 4
nosab3oBaTenen n
npoBepKa
LLe/IOCTHOCTH
MHpopmauum




Neo HanmeHoBaHue JleKUuMOHHbIe [MpaKkTnyeckune NabopaTopHble CamocTtoaTenbHaA Bcero
n/n | Tembl (pasaena) 3aHATMA 3aHATMA 3aHATKA pabota

4 PasrpaHunueHune 4 0 0 1 4
poctyna B Unix un
Unix-nogo6HbIx
cmcTemax

5 MeTtoapb! 3aWmThI 4 0 0 0 4
MHbOopmaLmn B
Linux

6 MeTtoabl 3amThI 4 0 0 0 4
MHpopmauum B
Windows

7 OcHOBbI CeTeBoOW 4 0 0 0 4
be3onacHocTH

8 Aygut B 4 0 0 0 4
onepaunoHHbIX
cmcTemax

9 YnpasneHue 0 0 2 1 3
nosb30BaTeNAMMU B

Linux

10 KoHTponb 0 0 2 1 3
LLe/IOCTHOCTU
dannos B Linux

11 N3yyeHne PAM 0 0 4 2 6

12 MN3yyeHune 0 0 2 1 3
BO3MOXHOCTEM
(capabilities) Linux

13 N3yyeHune 0 0 4 2 6
1301ALMM pecypcos
Linux

14 N3yyeHune 0 0 4 1 5
noacmcrembl sudo

15 N3yyeHne 0 0 2 1 3
noacucTemsl
seccomp

16 N3yyeHne 2 1 3
MEeXaHU3MOB
orpaHuyeHusa
3anycKa nporpamm
B8 Windows

17 N3yueHne 0 0 4 1 5
MeXCceTeBoro
3KpaHa Linux

18 N3yueHne 0 0 4 1 5
MEMKCeTeBOro
aKkpaHa Windows

30 0 30 12 72

14. MetopuyecKkue yKasaHUA A ob6yuyaloWmXCca N0 OCBOEHUIO AUCLMUMN/INHDI

OucumnavHa TpebyeT paboTbl ¢ pannammn-npeseHTaLmaMmn JeKL M1 U COOTBETCTBYIOWMMM 1aBaMmn PEKOMEHA0BaHHOM
OCHOBHOM NIMTEPATYpPbI, a TaKKe, 0653aTe/IbHOro BbINOJHEHWNA BCEX 1abOPaTOPHbIX 3a4aHMIN B KOMMbBIOTEPHOM Kacce.



CamocTonTe/ibHasA paboTa NPOBOAUTCA B KOMMbIOTEPHBIX Knaccax PKH ¢ ncnonb3oBaHMeEM METOAMYECKMX MATEPMA/IOB
PaCroNosKeHHbIX Ha ydebHo-meToanydeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" u Ha cepsepe Moodle BIY
moodle.vsu.ru, BbINosHEHWEM 3aa4 KOHOUTYPUPOBaAHUA BUPTYanm3mposBaHHoli MC. Bo Bpemsa camMocToATeNbHOM
paboTbl CTYAEHTbI NCMO/b3YIOT 3/1IEKTPOHHO-6MBMOTEYHbIE CUCTEMBI, AOCTYMHbIE Ha NopTase 30HanbHOM BubanoTekn
BrY no agpecy www.lib.vsu.ru. Yactb 3agaHuii MoXKeT 6bITb BbIMO/IHEHA BHE ayAUTOPUIA HA AOMALLHEM KOMMbIOTEPE,
nocne KoNMpPoBaHMA MEeTOANYECKMX YKa3aHUI U Heobxogmmoro MO c yyebHo-meToanyeckoro cepsepa PKH.

MpW NCNONb30BaHUN ANCTAHLMOHHbIX 06Pa30BaTe/IbHbIX TEXHO/IOMUIA M SNEKTPOHHOIO 06y4eHUs BbINONHATL BCE
yKasaHus npenogasaTtesieit, BOBPeMs NoAKAYaTbCA K online 3aHATUAM, OTBETCTBEHHO NOAXOAMTb K 3a4aHUAM A1A
camocToATeNbHON paboThbl.

15. lMepeyeHb OCHOBHOM M OONONHUTENbHOW NTEPATYPbI, PECYPCOB UHTEPHET, HEO6XOAUMBIXANA OCBOEHUSA
ANCUMNAUHDI
a) ocHoBHaA AnTepaTypa:

No NcTouHMK

1 TexHonornn obecnedyeHma 6€30NacHOCTU MHPOPMALMOHHbIX CUCTeM: yuebHoe nocobue / A. /1.
MapyxneHko, /1. 0. MapyxneHko, M. A. Eppemos 1 ap. — Mocksa ; bepaut : Anpekt-Meama, 2021. — 210 c.
// 9BC YHusepcutetckaa 6bubnmnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) pononHUTebHAA ANTepaTypa:

Ne McTOUHMK
n/n
1 Mpoxoposa, O. B. UHpopmaumoHHas 6e3onacHOCTb M 3aLmTa nHpopmaumm: yuebHmk / O. B.

Mpoxoposa; CamapCKuUii rocyAapCcTBEHHbIV apXUTEKTYPHO-CTPOUTENbHBIN YHUBEPCUTET. — Camapa:
CamapCKu1ii rocyaapCTBEHHbINM apXUTEKTYPHO-CTPOUTE bHbIN YHUBepcuTeT, 2014. — 113 ¢. // 3B6C
YHusepcuteTckas bubnmnoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

8) MHGOPMALMOHHbIE 3/1EKTPOHHO-06pa3oBaTe/IbHbIE PecypCbl:

Ne n/n NCTOUYHUK

1 Bubnnoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meTogmnueckmnx matepmnanos ®KH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTe/ibHbll MopTan "DNEeKTPOHHbIN yHUBepcuTeT BIY", http://edu.vsu.ru
16. MepeueHb yue6HO-meTOANYECKOTrO 06ecneyeHns AN CaMmOCTOATENIbHOMN PaboTbl

Ne n/n NCTOYHUK

1 Cepsep yuebHo-meToanuecknx matepuanos ®PKH, \\fs.cs.vsu.ru\Library

2 O6pasoBaTenbHblii MopTan "dNeKTpPoHHbIN yHuBepcuTeT BIY", http://edu.vsu.ru

17. O6pasoBaTtenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peanusaumum yue6Hoi ANCUUNINHDI, BKAOYaA
BAUCTaHUMOHHble obpa3soBaTenbHble TexHonoruu (AOT), anekTpoHHOe 0byueHue (30), cmewaHHoe 06yueHue):

Jlekunn-Bm3yanmsaumm ¢ 4EMOHCTPaLMEN UANKOCTPATUBHBIX U rpadUUECKMX MaTepManos, aHMMaumum, 6NoK-cxem
aNropuMTMOB M MPUMEPOB UCXOAHOIO KoAa, AEMOHCTPaLMeEN BbINOSHEHWUA KOMaH/ onepaLmoHHOW cuctemoi,
nabopaTtopHble paboTbl.

HpM peannsaunn ANCUNNINHbI MOTYT MCNONb30BaTbCA TEXHO/TOTMU S/IEKTPOHHOIO 06Y‘-IEHMFI N ANCTaHUMOHHDbIE
o6pasoBaTeanb|e TEXHO/I0TMM Ha Base nopTtana edu.vsu.ru, a TaKXXe apyrmne gocCtynHblie pecypcbl CETU VlHTepHeT.

18. MaTepMaanO-TEXHquCKOE obecneyeHune ANCUUNNIUHDI:

1. JleKunmoHHan aygmMTopmaA, OCHALLLEHHAA BUAEOMPOEKTOPOM.
2. KomnbloTepHbll KAacc Ans nposeseHUA 1abopaTopHbIX 3aHATUI, OCHALLEHHbIW BUAEONPOEKTOpa U
KOMMbIOTEPAMM C OMnepaLmoHHon cuctemoit GNU/Linux.

19. OueHouHble cpeacTBa ANA NPOBeAeHUA TEKYLLEN U MPOMENKYTOUHOM aTTecTayui

nOpﬂAOK OUEeHKN oCBOEeHMA O6yl-IaPOLLl,MMMCFI yl-IE6HOI'0 MaTepkhana onpegenaerca cogepxaHnem cneayrounx
pasaenos gUCUUNAUHDIL




Neo Pasgenbl gucumnamvHbl Kog KomneTteHumun Kog HaykaTopa OueHouHble cpeacTBa
n/n (moaynn) ONA TeKyLLeln aTTecTaumum

1 OcHoBbI 3aLWnTbl UHOOPMaLUK B OMnK-1.1 OMNK-1.1.1 CobecenoBaHune
onepaumMoHHbIX CUCTeMaXx
AyTeHTUdUKaLmMA nonb3oBaTenemn u
NpoBepKa LLe/IOCTHOCTH
MHbOopMaLLUn

OcHoBbI ceTeBoI be3onacHOCTH
AyamuT B onepaLmMOHHbIX CUCTEMAX

2 Ynpas/sieHne 4ocTynom OMnK-1.1 OMNK-1.1.2 CobecenoBaHune
Pa3srpaHunyenune goctyna B Unix un
Unix-nogo6HbIx cuctemax
MeToapl 3aLwmTbl MHGOPMaL MK B
Linux

MeTozap! 3aLwmTbl MHGOPMaL MK B

Windows
3 YnpaBneHve nonb3oBaTenaMu B OnK-1.1 OnK-1.1.3 JNabopaTopHble paboTbl,
Linux KoHTponbHasa paboTa

KoHTponb uenoctHoctn palinos B
Linux

N3yyeHne PAM

M3yyeHre BO3MOMKHOCTEN
(capabilities) Linux

MN3yuyeHne noacnctembl sudo

4 N3yyeHne noacmncTembl seccomp OnK-1.1 OMNK-1.1.4 NabopaTtopHble paboTol,
N3yyeHne mexaHM3MOB KoHTponbHasa pabota
OrpaHnYeHunA 3anycka Nporpamm B
Windows

MN3yyeHne mexceTeBOro aKpaHa
Linux

MN3yyeHne mexceTeBOro sKpaHa
Windows

MNpomexxyToyHanA aTTecTauma
dopma KoHTpoNA - 3a4eT ¢ oueHKol, KoHTponbHaa pabota
OueHouHble cpeacTBa ANA NPOMEKYTOUHOI aTTecTauum
1. CobecepoBaHue
2. KoHTponbHas paboTa
20 TunoBsble oLEeHOYHbIE CpeaCcTBa U MEeTOAUYECKME MaTepuabl, onpeaenatowme npoueaypbl OLeHMBaAHUA
20.1 TeKywuMit KOHTPOAb YCEBAaeMOCTH

TeKyLLMIA KOHTPO/Ib YCNIEBAEMOCTU BbINOAHAETCA No NabopaTopHbIM paboTam.

Mo KaxAaoM BbINONHEHHOW paboTe A0/KeH ObITb NPeaoCTaBAEH OTUYET, BKAOYAIOLWMA MCXOAHbIN KoA, pa3paboTaHHbIX
NpPOorpamm 1 onMcaHue NoayYeHHbIX pe3ynbTaToB. 1o oTYeTy NpenogasaTesib BpaBe 3a4aTb AOMNONHUTE/IbHbIE
BOMPOCHI A4/17 YTOUHEHUA YPOBHA NOHUMAHWA maTepuana. JlabopaTtopHasa paboTa oueHnBaeTcs makcumym B 100
6annos.

MpuBeaEHHbIE HUMXKE 3a4aHUSA PEKOMEHAYETCA UCMO/b30BaTb NPY NPOBEAEHUN AMAarHOCTUYECKUX PAabOoT A5 OLEHKU
OCTaTOUHbIX 3HAHUI NO ANUCUUMANHE

KomneteHuua OMK-1

3a4aHunA 3aKPbLITOro TMNa




1) Kakue 13 nepeuncneHHbIx gasee MeTooB 3awmTbl MHGOPMALMM OTHOCATCA K TEXHUYECKUM METOAaM 3aLUuThl
a) PaspaboTKka nonnTHMKmM b6esonacHocTH
b) KoHTponb uenoctHoctv nHdopmaLmm
c) PasrpaHunyeHune goctyna
d) Co3gaHue 1 xpaHeHMe pe3epBHbIX KONUI LLeHHOM nHdopmaLmm
e) KpunTtorpaduueckas 3awmTta
f) Ayaut 6e3onacHocTH
2) MNcespononb3osatenn 8 UNIX n UNIX-nofobHbIX cnuctemax ato

a) 3aperncTpMpoBaHHble Nob30BaTeNM (eCTb yY4ETHAA 3aNUCh B CUCTEME), KOTOPbIE HE aCCOLMMPYHOTCA C
Yes0BEKOM
b) Monb3oBaTtenu, paboTatolime B cucTeme yaaneHHo
c) Monb3oBaTenu, AOCTYN KOTOPbIX B CUCTEMY BPEMEHHO OrpaHUYeH
d) HuskokBanuoduLMpoBaHHbIe NOMb30BaTeNN
3) OnepaunoHHan cMcTeMA Ha3blBAETCSA 3aLUMLLEHHOM, €K
a) HasHayeH cuCcTeMHbIV aAMUHUCTPATOP
b) OHa He nogKkntoyeHa K cetn MHTepHeT
c) B Hei peannsoBaHbl CpeacTBa 3aWmUTbl MHGOPMaLLMK
4) Wcnonb3oBaHMe MOAENN YNPABNEHUA AOCTYNOM TUMNa U30/IMPOBaHHAA NPOrpaMmHan cpesa obecrneymBaet
a) CywecTBeHHOE NOoBbILEHME 3aWMLLEHHOCTU OT NPOrPamMMHbIX 3aK/1a40K MO CPAaBHEHUIO C AUCKPELMOHHOWN
MOZAE/Nbio
b) BbiCOKYIO HaZEeKHOCTb 3aLLMTbI OT YTEYKU MHDOPMaLLUM
5) TMepeuncanTte NyHKTbI, onpeaenstolme obuime TpeboBaHUA K 3aWwmuTe MHGopMaLmm
a) CoxpaHeHue KosmyecTBa MHGOpMaLum
b) CoxpaHeHuMe LenocTHoCTU MHPOopPMaL MK
c) CoxpaHeHue popmaTa npeacTaBieHnsa nHGopmaumum
d) CoxpaHeHue A0CTYNHOCTU UHbOPMALLUN
e) CoxpaHeHMe KoHOUAEHUMaNbHOCTU MHGOPMaLMK
OTBeTbl Ha BONPOCHI

Homep Bonpoca OtserT (byKBa)
1 b,c,ef

2 a

3 o

4 a

5 b,d.e

3a4aHuA OTKPLITOro TMNa

1) CkonbKO METOJOB JOCTYIIA Pa3InYacTCs B TPAAULUOHHON Moen pa3rpanndeHus goctyna UNIX

2) Hanmimure KoMaHIy, 4TOOBI HA3HAYMTH MOJIL30BATEI ivan BiajaelbleM ¢aiina ¢ umeneM file B Tekymiem karanore

OTBeTbI Ha BOMPOChHI

Homep Bonpoca OTBeT
1 3
2 chown ivan file uan chown ivan ./file

3a4aHusa C pa3BEPHYTbIM OTBETOM




1) [aitte onpeaeneHve NoANTUKM 6e30MNacHOCTM

2) [aiiTe onpeaeneHue npasa A4ocTyna

OTBeTbl Ha BONpPOCHI

Homep Bonpoca Ortser (b6yKkBa)

8

Monntuka 6esonacHoCT — 3To Habop NpaBuA, pernameHTUPYHOLLMX NOPALOK

XpaHeHus 1 06paboTkM MHbOopMaLmm

Kputepuum oueHnBaHuA LlIkana oueHoK (B 6annax)

ObyuatoLmincs gan npaBuabHOe onpeaeneHne NoaMTUKK 6e3onacHoCTH 3 6anna

Obyuatowmiics gan npasuabHoe onpeaeneHme NoauMTuku 6esonacHoctn. | 2 6anna
OTBET COAEPMKUT HE3HAUUTENbHbIE HETOYHOCTM

ObyuyatoLmincs gan He ToYHOe onpeaeneHne NoANTUKM 6e30onacHoCTH. 1 6ann
OTBET He CoAEePHKUT rpybbIX OLWMOOK NN HETOYHOCTEN

Obyuatowmiics gan He TOYHOe onpeaesieHne NoAUTUKM Be30MacHOCTU. 0 6annos
OTBET COAEPKMUT rpybble OLWMBKM M HETOYHOCTH

Homep Bonpoca OtserT (byKBa)

9

I‘IpaBO A0CTyna — 3TO BO3MOXHOCTb Cy6'bEKTa A0CTyna BbINOJIHATL A0CTYN K O6'be|-(Ty

A0CTyna Nno HEKOTOpPOMY meToAy A0CTyna

KpuTtepum oueHmBaHuA LLIkana oueHok (B 6annax)
Obyuatowmiica gan npasuabHOe onpeaeneHue npasa 4ocTyna 3 6anna
Obyuatowmiics gan npasuabHOe onpeaeneHue npasa goctyna. OTeer 2 6anna

coA4epPXUT He3HavynTeNbHble HETOYHOCTU

Obyuatolmiics gan He To4HOe onpeaeneHune npasa goctyna. OTBeT He 1 6ann
COAEPHKUT rpybbix OLUIMOOK U HETOYHOCTEN

Ob6yuatowmiica fan He ToYHOe onpeaeneHue npasa goctyna. OTeeT 0 6annos
COAEPHKUT rpybble OWNOKM NN HETOYHOCTH

20.2 TllpomexKyTouHasa aTrecTraumsa

3apaHuA K KOHTPOJ/IbHOU paboTe

1.

B onepaumoHHol cucteme GNU/Linux cozaaite y4eTHYIO 3anmcb NCEBAOMNO/b30BaTENA A1 3aMyCKa NPorpammbl
date

B onepaumnoHHon cucteme GNU/Linux onpeaenvte npasumno sudo, KOTopoe No3BosAeT Nosib3osatento userl
BbIMO/IHATb OT UMEHU user2 KomaHabl mkdir u rmdir

B onepauunoHHoi cucteme MS Windows cosaaliTe y4eTHyto 3anucb nonb3osatens Windows v paspewmnTte emy BXOA,
B CUCTEMY TO/IbKO C MOHEeAEeNbHUKA No NATHWULY ¢ 8 7o 17 yacos

B onepaymoHHol cucteme GNU/Linux onpegenute npasuio sudo, KOTopoe No3BO/AET YeHaM rpynrbl operaror
BbINO/IHATL KOMaHAbl /mount 1 /umount 6e3 BBoaa napons

B onepaymoHHol cucteme GNU/Linux co3gaite NnpaBuio MeXCeTeBoro skpaHa 415 3anpeTa A0CTyna € IoKasbHOro
KomnbloTepa K canty www.anekdot.ru

B onepauunoHHon cucteme MS Windows ¢ ncnosib3oBaHMeEM KOMaHAHOW CTPOKKM co3galite npasuao bpaHamayspa
ONA BNOKMPOBKM BXOAALLMX 3X0-3aMPOCOB B MyBANYHbIX CETAX

B onepaumoHHol cucteme GNU/Linux co3aaiTe y4eTHYHO 3anmcb No/b30BaTela C CO34aHMEM Naposa Npu nepeom
BXOZE N0/b30BaTeNA B CUCTEMY M OrPaHMYbTE CPOK AelcTBKUA naponsa Ao 10 aHel

B onepauunoHHon cucteme MS Windows cosaaliTe y4eTHY0 3anmcb HOBOro nosb3osatens Windows 1 orpaHuybTe
CpokK ee genicteus go 10 gHel



9. B onepaumoHHol cucteme MS Windows 3anpeTtuTe 3anyck pefaktopa peectpa

10. B onepaumoHHoi cucteme GNU/Linux cospaiite coobuieHune, KoTopoe byaeT oTobpakaTbCs B KOHCOM MpU

KaXXa40M BXo4e Nosib30BaTeNIA B CUCTEMY

OnucaHue TeXHONOrUU NPOBeAEHUA

KoHTpObHble PabOoTbl BbINMONHAKOTCA Ha KOMMbIOTEPE M Ha MPOBEPKY CAAETCA UCXOAHbIN KOA UAN INCTUHT KOMaHAbI

MHTepdeica KomaHAHOM CTPOKMU

TpeboBaHMA K BbINONHEHUIO 3a4aHUI (MK WKANbl U KPUTEPUMU OLLEHUMBAHUA)

B KOHTpOﬂbHOl‘/JI pa60Te BCe 33Z,aHNA OLEHMBAOTCA B 5 bannos (MaKCVIMa}'IbHO BO3MOXHaA CymmMa npu BbINONTHEHUN

BCex 3agaHuii — 50 6annos). Mpwu olWwMBKax B BbIMOAHEHMM 3a4aHNA UAN HE MOHOM BbIMOJIHEHMM OLIEHKA 3a 3a4aHue

CHUKaeTcA. OLEeHKa 3a KOHTPO/IbHYI0 PaboTy onpeaenserca Kak cymma 6annos, HabpaHHbIX 3a BCe 3a4aHus.

MepeueHb BONpocos K cobecegoBaHnIo

1.

2.
3.
4

10.
11.
12.
13.
14.
15.

16.

17.

18.

19.
20.

21.
22.
23.
24.
25.
26.
27.
28.

O6wume TpeboBaHMA K 3alLmTe MHPopMaLMK. TexHUYecKme U afiMUHUCTPATUBHbIE METOAbI 3aLUUTDI.

MonuTrKa 6esonacHocTy.

YpoBeHb gosepua. OueHoYHble ypoBHU Aosepusa. MNpoduab 3aWwmThl.

YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToabl AocTyna. Mpaso goctyna. Mpusuaerns. MoaHomMouMSA.
Ponb. Cynepnonb3osaTesib.

TunoBble MoAenu ynpasaeHua AoCTynom (AaTb obliee onpeaeneHne gUCKPELMOHHOro yrnpaBieHus AOCTyrNom,
MaHAATHOTO ynpaBaeHue A0CTYNOM M U30MPOBAHHOM NPOrpaMMHON cpeapbl)

[uncKkpeLmoHHoe ynpasneHne goctynom. MaTtpuua goctyna. MaHAaT BO3MOXKHOCTEN. CMCOK KOHTPOAA
goctyna.

MaHpaaTtHoe ynpasneHue goctynom. Mogens benna-/lanagynbl.

MN3o0nmMpoBaHHasa NnporpaMmHan cpesa.

AyTeHTUdUKaUMA Nnonb3osaTenei. PakTopbl ayTeHTUGMKaLMK. OA4HOPA30BbIN Naposb.

MHorodaKTopHasa ayTeHTUdUKALMA. XpaHEHWE Naposiei.

Anroputm nposepku LenoctHoctn HMAC.

AyteHTUdUKaums HOTP Ha ocHOBe OA4HOPA30BbIX Naposei.

AyteHTUdUKaumsa TOTP Ha ocHOBe 0HOPA30BbIX MAPONEN.

Anroputm OCRA - anroputm B3aMMHOM ayTEHTUPMKALMM Ha OCHOBE B3aUMOZENCTBMSA 3aNpPOCOTBET.

basoBas mogenb pasrpaHuyeHma goctyna B UNIX-nogobHbIin cuctemax. Macka goctyna ans ¢pannos u
KaTanoros.

Yuet nonb3osatesieit B UNIX-nogobHbii cuctemax. Paiin /etc/passwd. Yuet rpynn. XpaHeHue naponeit 8 UNIX-
nogo6HbIN cMcTeMaX.

MNcesgononb3oBatenn. CTaHAapTHble Nonb3oBaTenu 1 rpynnbsl B UNIX-nogobHbin cuctemax. CosgaHne HOBOro
nosab3oBaTens.

dainnbl KOHOUIYpPaLMM CUCTEMBI yYeTa Nosb3oBaTenel B Linux. MHMUManM3aums AoMallHero Katanora HoBoro
nonb3osartena. CTaHOAPTHbIE YTUANTbI YNPABIEHMA YYETHbIMKU 3anmMcaMmu B Linux.

Linux: Bxog nonb3oBaTens B cuctemy.

PAM. Mogaynu PAM. KoHdurypauma PAM. Kputepmn ycnewHom ayTeHTUPUKaLMn. PacluMpeHHbI CTUAb
KOoHUrypaumm B Linux.

Cn1CKKM KOHTPOAIA JOCTyMNa U AONOHUTE IbHbIE aTpubyTbl hainioB B Gpalinosbix cuctemax Linux.

Cuctema sudo. Mpasuna sudo. Pain sudoers. *KypHan sudo.

06s3aTeNbHbIA KOHTPOJIb LLe/IOCTHOCTM M KOHTPO/b YYeTHbIX 3anuceit B8 Windows

OrpaHuyeHne UCcnonb3oBaHUA NpunoxKeHuin B Windows

MesceTeBon 3KpaH Linux

MesceTeBoi akpaH Windows

AyauT 6e3onacHocTu B Linux

AyaunTt 6e3onacHoctv B Windows



OnucaHue TeXHONOrUU NPoBeAEHUA

CobecenoBaHue nponssogmutcsa B Gopme YCTHOrO OTBETA Ha 3a4aHHbIN Bonpoc. Mpu HeobxoAMMOCTU NpenogasaTtesb
MOMKET 334aBaTb YTOYHAIOLLME BOMPOCHI.

TpeGOBaHMﬂ K BbINO/IHEHUIO 3ap,a|-mi»'1, WKaJbl U KPpUTEPUU O eHUBaAHUA

OLeHKa 3HaHWI, yMEHUI 1 HaBbIKOB, XapaKTepu3ytoLLLan 3Tanbl GOPMUPOBAHMA KOMNETEHLMI B PaMKaX U3yYeHUs
OMCLMNIMHDI, OCYLLECTB/ISETCA B XO4E TEKYLLEN M MPOMEKYTOYHOW aTTecTaumit. Mpu oueHnBaHMM pes3ynbLTaTos
NPOMENKYTOUHOI aTTeCTaLMM UCNO/b3YETCA KOMYECTBEHHAA WKana OueHOK. OLEHKM 33 KOHTPO/IbHYO paboTy K
nabopaTopHble paboTbl CKAaAbIBAIOTCA C OLLEHKOM, NMoyYeHHOW Ha cobecegoBaHmMK, pesynsbtaT HopmupyeTcsa K 100
H6anbHoW LWKane. MonyyeHHoe 3HayeHue onpeaenseT ypoBeHb CHGOPMMPOBAHHOCTM KOMMETEHLMI U UTOTOBYIO OLLEHKY
(mocTaTOYHbIN — yA0BAETBOPUTENBHO, XOPOLLIO, OTJIMYHO WM HeAOCTaTOUYHbIN — HeYA0BIETBOPUTENIbHO) COMacHO
cneaytoLen wKkane:

e  OUeHKa «oTan4Ho» — 90...100 6annos

®  OueHKa «xopowo» — 70...89 6annos

e OUeHKa «yaoBnetTsoputenbHo» —50...69 6annos
®  OUEHKa «HeyaosneTBopuTtensHo» —0...49 6annos



